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About Us

Six Degrees Counterfeit Prevention, LLC (6DCP) is a globally recognized
anti-counterfeit and document security consultancy firm.

6DCP has formed strategic partnerships with CryptoCodex Ltd. to provide
the most secure solution for detecting superfluous, falsified, or adulterated
products, for detecting lost/stolen/diverted goods, and is track & trace ready
to meet worldwide regulation.
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A G I O b al P an d e m i C https://www.cbp.gov/sites/default/files/assets/doc
uments/2018-Feb/trade-fy2017-ipr-seizures.pdf
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The Problems with Digital Authentication Solutions

Any technology dependent on a database for online authentication will be breached. Period.
Mathematical encryption or algorithms will be brute forced and cracked.

Block chain can also be hacked and/or manipulated.

Consumers will not download a specific app to serve a specific purpose.

Consumers will never carry a peripheral device with them to authenticate products.

Million Eyes Inspector driven by consumer engagement is the best line of defense.
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The DATABASE Dilemma

Request

WEB

Response
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AUTHORITY NUMBER HACKED!
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THE SOLUTION: MDLE
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PROTECTING THE MOST IMPORTANT INFORMATION ASSETS
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What is MDLE?

MDLE is an evolutionary breakthrough in
data security, storage, and authentication.

It is powered by a military grade and
patented encryption method that is immune y 3
to mathematical attack and cryptanalysis. CRYPTOCODEX
MDLE is the only security solution in the v
world capable of encapsulating sensitive

Technology

Information otherwise stored in a database,
Into cost effective data carriers such as 2D

barcodes.
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Benefits of MDLE

&

Adaptable to organizational standards

Low barrier to ent
i and national regulations

Seamlessly integrates into existing
ERP and production environments

Varying levels of accessibility for inspectors,
goVv't authorities, and consumers

&

l‘ Encrypts an entire database record into
a 2D barcode or other data carrier

.‘ Decentralizes sensitive information and
eliminates need for a central database

Compatible with security labels and other
covert security solutions

Fully Customizable
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The Database LESS Solution

Production Line Printer/Engraver
Encryption Packaging/Labelling Converter
Server Document Printer

Database MDLE Encryption MDLE Encrypted
ERP Server 2D Barcode

Encrypted 2D barcode (database record) is sent to the production line printer, packaging company, other.

OFFLINE. Disconnected from Internet
g“/"oCODEX Technology .
<

o3
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Database LESS Authentication

The Decryption Server stores ONLY
the keys to authenticate the MDLE
label

The Decryption Server is protected
by The Iron Ring, a revolutionary
database less authentication method

Incoming MDLE Decryption Even if the Decryption Server.is |
I Web Server (Key) Server hacked, no sensitive information will
be exposed

MEANINGLESS DATA
STORED ONLINE
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GEMOLOGICAL INSTITUTE OF AMERICA®

Precious Stones & Metals

. L.
MDLE barcode contains the b 21, 2008 :
encrypted diamond certification R i
tha’t IS Secured on tlme plece, g Shape and Cutting Style ............... Marquise Brilliant
stone (Iaser marked) and the § Measurements .............co.... 11.32x6.27 x 4.22 mm
! <
paper COA. -
E GRADING RESULTS
o
MDLE enables full track and S Carat WeIght .o 98.6
trace Capabllltles from the mlne’ : g:)k?r (Zadde ................................................................... ;lG
. . ww  CARTAY CIPRON. ciinilirivasis i siiass 2
to polishing, to the consumer. o “HyTna
MDLE’s powerful authentication A S T L iR e s
system can detect for F‘":hl, . o
. . . s IONIBN et o e S e R t
counterfeit or diverted products. Barcode size — 20 microns - s
P on table or girdle of IWOGNY, iiicosisivimmivniioisisiiavissipuiinssaiinsits Very Good
diamond. Image magnified. FRIOISOOONOP iiicisuisccisonnsiieissiainssisomssissiomsnis Strong Blue
Comments:

Pinpoints are not shown.
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Nano Barcode Application

PhotoScribe delivers turn key laser systems designed
specifically for your marking requirements.

Under 50 microns (1/3 the size of a human hair) to
those that are large and easily visible.

Very shallow (less then 1 micron in depth) to very deep.

Marked "on the fly" in synchronization with automated
handling equipment to single manual part marking.

Designed to work in conjunction with your existing
material handling equipment at or above your current

d ) d Courtesy of http://www.photoscribetech.com/directpart/directpart.htm
production speeds.
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TIME IS OF THE ESSENCE

The Authorized Marketplace is the only TRUSTED source for the buying and selling of
AUTHENTIC second hand watch pieces.

Unlike traditional online marketplaces which does not benefit the original manufacturer, The
Authorized Marketplace provides an additional revenue source for the 2, 314, 4t sale etc. of a
single item.

The Authorized Marketplace serves as a middleman in the sales process to confirm the
authenticity of an item between a buyer and a seller.

The Authorized Marketplace. Because TIME IS OF THE ESSENCE.

“Time is really the only capital that any human being has,
and the only thing he can’t afford to lose.” — Thomas Edison
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MDLE Insurance Benefits

Security Liability in a Breach

Detection Capability Breach Related Costs

Liability from
Counterfeiting

Response Time

Compliance Liability from Diversion

Liability from Product
Recalls

Consumer Confidence
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Military Grade Encryption

Patented encryption method that eliminates need to store sensitive information in an
online database.

Encryption Key is truly chaotic.

Based on a innovative and patented technology called Pure Human Randomization, or
PHR.

PHR is protected against Rainbow Crack, Dictionary Attack, Cryptanalysis and Brute
Force.
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Encryption — Performance Features

Key Strength — 1 million bit or more

400% faster when compared to AES.

MPU use — Mathematical Process Unit in CPU use only 3% —7%.
+/- 5% overhead of the file from original data set.

Capable of encrypting entire columns of a database (up to 300 characters) into one 2D
barcode.

US Patent No. 8914369
White Paper
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What the Experts Say About Us

“Defining drop shipments is an important issue. There are novel low cost methods that guarantee
product authentication as pennies per unit that cannot be reverse engineered. Check out
www.6dcp.com/track-and-trace”......“While | did not work with Privacy Inside (now Cryptocodex) on this
application, | did a preliminary analysis of their merging barcodes with PHR and found this
approach a strong audit tool for counterfeit commercial goods” — Andre Szykier, Chief Scientist at
Aegis Health Security

“‘Simple is always better ... by elimination of the perceived complexity in the authentication world
6DCP products could be a pivot point that will help achieve a more reasonable following.” — Michael
Agee (RIP), Brand Protection Specialist

“Having come from a solution provider that used encryption based technologies for serialization, | was
well aware of your company and knew the respect you have garnered for your technology.
However, as | have come to know more about it through our discussions and demonstrations, | am
simply overwhelmed by the strength of your product. You are able to cover the three central
tenets of brand protection in the most forceful way possible — security, scalability, and
performance. — Dr. Avi Chaudhuri
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http://www.6dcp.com/track-and-trace

6411 Independence Ave.

Woodland Hills, California 91367
CO NTACT US Tel: 818-570-1277

Email: info@6dcp.com
Web: www.6dcp.com
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