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Phony Medicine

The Fake Drug Industry Is Exploding, and
We Can’t Do Anything About It

MEDICINE “Meanwhile, different organizations over the

PHARMACEUTICAL FRAUD IS EXPLODING, DEADLY AND HARD TO STOP paSt feW years have estlmated that anywhere
from 100,000 to a million people die every
year due to falsified drugs.”

http://mwww.newsweek.com/2015/09/25/fake-drug-industry-exploding-and-we-
cant-do-anything-about-it-373088.html
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Threat to Big Pharma

Ex-Homeland Security cyber

chief warns of threats to “Private individuals can

pharma bring class-action lawsuit
on negligence grounds,
and government agencies
can also pursue hacked
business.”

cyber attacks that can lose
drug companies hundreds of
, - http:// .in-
thousandS Of dOIIarS N mlnuteS, ptr:armm;vtvgll:rll?\oloqist.com/RequIatorv-

Safety/Ex-Homeland-Security-cyber-
chief-warns-of-threats-to-outsourcing-
firms
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You WILL be Hacked — Cope with it

"In order to manage cyber risks
effectively, businesses need to
approach them as an integral part
of business strategy and
operations, not as a technical or
specialist topic.”

http://www.infosecurity-magazine.com/news/you-
will-be-hacked-cope-with-it/
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Software Vulnerabilities

More than 95 percent of enterprise SAP
installations exposed to high-severity
vulnerabilities that could allow attackers
to hijack a company's business data
and processes, new research claims
entirely.

Database Warehousing - Exploiting
flaws in the SAP RFC Gateway to
execute admin privilege commands in
order to obtain or modify information in
SAP databases.

http://thehackernews.com/2015/05/SAP-Systems-Hackers.html
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The Holy Grall Quest

“The database will be the "Holy Grail" quest for the
sophisticated counterfeiters.

And they won't have to look far for the expertise
necessary to break into those databases and inject or
modify information so that no one is the wiser.”

https://www.linkedin.com/pulse/20140709193725-18691743-counterfeiter-targets-in-a-serialized-world Tim Marsh
Managing Director at Supply
Chain Security Partners
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The Weakest Links

Random Number Generator — A
mathematical process that HTTPS://YOURCOMP.COM/1939527GB08A
| )

generates a [pseudo] randomized SERIAL NUMBER
serial number.

The Database — Hardware and
software that centrally stores and
manages sensitive (intellectual
property) information.

DATABASE

. Six Degrees Counterfeit Prevention, LLC. | www.6DCP.com COUNTERFEIT PROTECTION | MARKETING ACCELLERATION | DOCUMENT SECURITY

A
DEGREES


http://6d.2cq.co/

Unsecure Environment

Request

WEB

Response

i The
lHTTPSZ//YOURCOMP.COM/i.939527GBO8Al | Incoming Web Server ﬂ:ﬂ@l]y @H’anﬂl
COMPANY SERIAL SENSITIVE DATA
URL NUMBER STORED ONLINE
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THE SOLUTION: MDLE

O

DEGREES

PROTECTING THE MOST IMPORTANT INFORMATION ASSETS

Six Degrees Counterfeit Prevention, LLC. | www.6DCP.com



What is MDLE?

MDLE is an evolutionary breakthrough in
data security, storage, and authentication.

It is powered by a military grade and
patented encryption that is immune to y 3
mathematical attack and cryptanalysis. CRYPTOCODEX

MDLE is the only security solution in the v

world capable of encapsulating sensitive

: : : : Technology
Information otherwise stored in a database,

INn cost effective data carriers such as 2D

barcodes.

L
' Six Degrees Counterfeit Prevention, LLC. | www.6DCP.com y_ 3
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Benefits of MDLE

l‘ Low barrier to entry l‘ Adaptable to organizational standards
and national regulations

&
T

s

Seamlessly integrates into existing l‘ Varying levels of accessibility for inspectors,

ERP and production environments gov't authorities, and consumers

Encrypts an entire database record into ‘ Compatible with security labels and other
a 2D barcode or other data carrier l covert security solutions

Decentralizes sensitive information and i
. l‘ Fully Customizable AUTHENTICATE
eliminates need for a central database

Dual Layer
Security Solution

Six Degrees Counterfeit Prevention, LLC. | www.6DCP.com y_ a
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éav% AGRICULTURAL SECURITY SYSTEM INTEGRATES INTO EXISTING ERP
Dt AND TRACK & TRACE SYSYTEM

Date and Time: 26-01-2016 03:52

Product:

: 1. Customized entry fields allows for

Size: 002 - EGG 12PACK -MEDIUM VW N . .

flexibility in meeting any data

Exp. Not Refrgerated: 26.02.2016 requirements. Date, time, and expiration
Destination Gode: dates can be automatically set to specific
e parameters. 15 digit serial numbers

ackKkager e o - -

comner. TrprTTTryy=m ensures a virtually unlimited supply of

00006 unique encrypted MDLE barcodes.

000012

Source/Grower Code: 003 - ES - SPAIN

Serial No: 12850000

2. For demonstration purposes only.

* REPORTED STATUS 1- VALID

I I

HTTP://EGG.2CQ.CO/?570DABGBAEI732C1D821E120AETEECBEFTAGI6 3 . U n iq u e e n Cry pted identifier (e ncrypted

4497AAB3271C4B6811830EEF903ACE3DFOCFF3C6737D356F9191215D

2424DD47C3465E20179CD7B627AFFOA9CA60702500916ABAABA9I54 Stl‘i n g ) an d M D L E en Cry pted 2 D COd e

Six Degrees Counterfeit Prevention, LLC. | www.6DCP.com
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MDLE

Database Record Encrypted in the Barcode

PRODUCT NAME MG
DATE OF PRODUCTION QTy
LOT NUMBER DESTINATION CODE

BATCH NUMBER OTHER PROPRIETARY DATA
EXPIRY DATE
SERIAL NUMBER

\ £

lHTTP ://6D.2CQ.CO/I?373666902AB D49104ED855C2131F3F9A80841C763BCF874A8 D60EBAEE02641F518850012AOOO'

CLIENT ENCRYPTED DATABASE RECORD — SENSITIVE INFORMATION <728

U R L CrYPTOCODEX
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Secure Environment

Incomin i i
e i
| J | J
MEANINGLESS DATA SENSITIVE DATA
STORED ONLINE STORED OFFLINE P N

CrYPTOCODEX
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Secure Environment

Database Encryption Encrypted Production Line

ERP Server 2D Barcode Server Market Package

Encrypted 2D barcode (database record) is sent to the production line to be applied to the market package.

OFFLINE. Disconnected from Internet P N

CRrYPTOCODEX
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MDLE Supports Aggregation
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MDLE encrypted payload and serial number secured in 2D code on individual market packages

Date Time MDLE Encrypted Barcode Data Plant ID Batch Country Code Expiration Date Serial Number
5/23/2015 12:12:01 01C55C10A21F2FC93A04F239F215457B2570CB49B0OF3E815A6BA371B920BAFB286D1 40 1011 40 3/23/2017 85074001
5/23/2015 12:12:02 02827E4C831407CFBA85CB36728A27FB79D85DCBA221EB578E5057BFOD6D18E725D8 40 1011 40 3/23/2017 85074002
5/23/2015 12:12:03 03425144A2DDBSCC7 2EEDBF6D8FO6DFDOC73492BF3112D733E183D8BA60717E224FF 40 (1011 40 3/23/2017 85074003
5/23/2015 12:12:04 012142DCF7371DCB3EASEACF540351F058F41B2936B3AE975C38448FA32E0BFOC6DO 40 |[1011 40 3/23/2017 85074004
5/23/2015 12:12:05 01E70F10C29535CD9DOEDBODS548477BC45F4ADDC3A4A1EFBS534BB566F97E726E576FA 40 (1011 40 3/23/2017 85074005
5/23/2015 12:12:06 02150C58E7DC0O5C91525E2DED68431B548D5DDE73651AB93843E70BB97C041E257D2 40 1011 40 3/23/2017 85074006
5/23/2015 12:12:07 0024635CA73D05C8F205DEF7F20003FA24FDO9EDA2416873A4DD465B8E2ESSA73578B 40 1011 40 3/23/2017 85074007
5/23/2015 12:12:08 039B4818D3DC27CA1885EFD4D29613FD4FFADD49A4F3AB972C15321BBB653CA6165A 40 |1011 40 3/23/2017 85074008
5/23/2015 12:12:09 019D085CC6DCOFC81DASFBF7D00913B87DDC5B03B6C32DF34CD315FF84C1DDF6AGDA 40 |1011 40 3/23/2017 85074009
5/23/2015 12:12:10 02645F4CA2F407CC3307CEBSFA184FFES3F60587A2E168133E57207B92EAC8A115DF 40 |1011 40 3/23/2017 85074010

MDLE Encrypted Barcode Aggregated Data Plant ID Batch Country Code Expiration Date
01C44TFDA21F2FC93A04F2667JHG457B2570CB49BOF3E815A6BA371B920BAFBRBKSFG-
5/23/2015 (12:12:01012:12:10|85074001*85074010 85074001-85074010

MDLE encrypted payload secured in 2D code with sequential serial numbers at case leve

Six Degrees Counterfeit Prevention, LLC. | www.6DCP.com
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Supply Chain Security | Secure Serialization | Compliant with all Global Standards
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Track & Trace Database

* MDLE is a security module that integrates into existing ERP and Track & Trace Software
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Inspector Access

Inspectors obtain real time
) Pl N
product status. If an authority — e
figure triggered an alert, the
message will display when the
MDLE secure barcode is | el 002 - EGG 12 PACK - MEDIUM
Scanned ,) p ! g A 26-03-2016

VALID PRODUCT - ALREADY ACTIVATED

Date and Time: 26-01-2016 03:52

Product:

Exp. Not Refrigerated: 26-02-2016

Destination Code:

Inspectors can access an

additional layer of information not — o [T

V|S|b|e to the general pUb“C Batch/Printed Serial: 00006

Serial No: 128500000000001

Inspectors obtain real time
activity reports and mapping
capabilities to monitor the supply

ACTIVITY LOG SHOW MY LOCATION

108.227.81.119 26/01/2016 03:58 — ACTIVATED
- 108.227.81.119 26/01/2016 06:28 — ALREADY ACTIVATED
C h al n . 108.227.81.119 26/01/2016 06:29 - ALREADY ACTIVATED

CryrroCopeX Technology

. Six Degrees Counterfeit Prevention, LLC. | www.6DCP.com
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Consumer Engagement
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AUTHENTIC

Expiration Date if Refrigerated:
March 26, 2016

Expiration Date if Not Refrigerated:
February 25, 2016

Sign Up for Product Recall HERE

Contact Center for Disease Control
HERE

Product Status

T

Consumer Alerts

G
\

p ;
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MDLE Log File

Decryption (Key) Server authenticates and logs

Statistical Report

every scanning event in real time which can be Number of Valid Recorded 3
- .- Number of Counterfeit Recorded 6
exported to existing track and trace or ERP software :
Number of Duplicate Recorded 6
Number of Expired Recorded 57
Sikecd Number of Gray Market Recorded 9
Status: VALID
Date Time MDLE Encrypted Barcode Data Plant ID Batch Country Code Expiration Date Serial Number
5/23/2015 | 20:02:07 |01C55C10A21F2FCO3A04F239F215457B2570CB49BOF3E815A6BA371B920BAFB286D1 40 |[1011 40 3/23/2017 85074076
5/23/2015 | 20:02:16 [02827E4C831407CFBAS5CB36728A27FB79D85DCBA221EB578E5057BF9D6D18ET2508 35 | 1024 40 10/6/2017 85074084
5/23/2015 | 20:02:19 | 03425144A2DDBSCC72EEDBF6DSFO6DFDIC73492BF3112D733E183D8BA60717E224FF 36 | 1020 40 6/25/2017 85074092
5/23/2015 | 20:02:23 [012142DCF7371DCB3EASEACF540351F058F41B2936B3AE975C38448FA32E0BFOCED0 40 | 1018 40 4/18/2017 85074100
5/23/2015 | 20:02:25 |01E70F10C29535CD9DOEDBOD548477BCA5FADDC3A4A1EFB534BB566F97E726E576FA 37 | 1027 40 10/30/2017 85074108
Site: 2
Status: COUNTERFEIT
Date Time MDLE Encrypted Barcode Data Plant ID Batch Country Code Expiration Date Serial Number
5/23/2015 | 20:06:16 |02150C58E7DC0O5C91525E2DED68431B548D5DDE73651AB93843E70BB97C041E257D2 35 [1023 41 1/30/2017 85074147
5/23/2015 | 20:06:17 |0024635CA73D05C8F205DEF7F20003FA24FD09EDA2416873A4DD465B8E2E55A7357B 36 | 1009 41 9/4/2017 85074152
5/23/2015 | 20:06:19 |[039B4818D3DC27CA1885EFD4D29613FDAFFADDA9AAF3AB972C15321BBB653CA6165A 40 | 1030 41 1/15/2017 85074148
5/23/2015 | 20:06:21 |019D085CC6DCOFC81DASFBF7D00913B87DDC5B03B6C32DF34CD315FF84CIDDFEAGDA 39 |1017 41 2/4/2017
5/23/2015 | 20:06:22 |02645F4CA2F407CC3307CEBSFA184FFES3F60587A2E168133E57207B92EACBA115DF 40 | 1029 41 11/24/2017

85074153
85074154

Six Degrees Counterfeit Prevention, LLC. | www.6DCP.com
COUNTERFEIT PROTECTION | MARKETING ACCELLERATION | DOCUMENT SECURITY

V. a
CrYPTOCODEX Tech nology




MDLE Insurance Benefits

Security Liability in a Breach

Detection Capability Breach Related Costs

Liability from
Counterfeiting

Response Time

Compliance Liability from Diversion

Liability from Product
Recalls

Consumer Confidence

. Six Degrees Counterfeit Prevention, LLC. | www.6DCP.com
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THE IRON RING
DATABASE LESS
AUTH ENTICATION
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Secure ONLINE Environment

The Decryption Server stores ONLY
the keys to authenticate the MDLE
label

The Decryption Server is protected
by The Iron Ring, a revolutionary
database less authentication method

Incoming MDLE Decryption Even if the Decryption Server_ IS |
I Web Server (Key) Server I hacked, no sensitive information will
be exposed

MEANINGLESS DATA
STORED ONLINE

L
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The Iron Ring ﬁ

1.

User scans the encrypted MDLE security label with their smartphone,
tablet, laptop, or desktop equipped with a camera or webcam. The
payload is extracted and sent for authentication.

The incoming web server receives the incoming encrypted payload
and the user’s return IP address and transfers it through a
unidirectional data flow membrane.

The first unidirectional data flow membrane* acts as a gatekeeper,
and passes only payloads encrypted by the MDLE encryption server
to the decryption key server.

The decryption key server, authenticates the encrypted payload, and
logs the date, time, location, and IP address of every scanning event.
The authentication response is sent through an outgoing web server
through a second unidirectional data flow membrane.

The second unidirectional data flow membrane* transfers the
authentication response to the return address of the user which
scanned the MDLE security label, and protects against malicious
incoming attacks.

User receives authentication response.

Six Degrees Counterfeit Prevention, LLC. | www.6DCP.com
COUNTERFEIT PROTECTION | MARKETING ACCELLERATION | DOCUMENT SECURITY

* Hardware has been approved for use by
the US Government to protect nuclear
facilities and other ultra sensitive
networks.
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What the Experts Say About Us

“Defining drop shipments is an important issue. There are novel low cost methods that guarantee
product authentication as pennies per unit that cannot be reverse engineered. Check out
www.6dcp.com/track-and-trace”......“While | did not work with Privacy Inside (now Cryptocodex) on this
application, | did a preliminary analysis of their merging barcodes with PHR and found this
approach a strong audit tool for counterfeit commercial goods” — Andre Szykier, Chief Scientist at
Aegis Health Security

“Simple is always better ... by elimination of the perceived complexity in the authentication world
6DCP products could be a pivot point that will help achieve a more reasonable following.” — Michael
Agee (RIP), Brand Protection Specialist

“Having come from a solution provider that used encryption based technologies for serialization, | was
well aware of your company and knew the respect you have garnered for your technology.
However, as | have come to know more about it through our discussions and demonstrations, | am
simply overwhelmed by the strength of your product. You are able to cover the three central
tenets of brand protection in the most forceful way possible — security, scalability, and
performance. — Dr. Avi Chaudhuri
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Military Grade Encryption

Patented encryption method that eliminates need to store sensitive information in an
online database.

Encryption Key is truly chaotic.

Based on a innovative and patented technology called Pure Human Randomization, or
PHR.

PHR is protected against Rainbow Crack, Dictionary Attack, Cryptanalysis and Brute
Force.

P N

CrYPTOCODEX
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Encryption — Performance Features

Key Strength — 1 million bit or more

400% faster when compared to AES.

MPU use — Mathematical Process Unit in CPU use only 3% —7%.

+/- 5% overhead of the file from original data set.

Because of this, PHR is capable of encrypting entire columns of a database (up to 300

characters) into one 2D barcode. A process referred to as MDLE — Micro Database Less
Encapsulation.

US Patent No. 8914369 N
White Paper &

CrYPTOCODEX
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9074 De Garmo Avenue

CONTACT US Sun Valley, California 91352 USA

: Tel: 818-570-1277
Eddie Cohen - CEO Email: info@6dcp.com

Web: www.6dcp.com
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