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Phony Medicine

The Fake Drug Industry Is Exploding, and 

We Can’t Do Anything About It

“Meanwhile, different organizations over the 

past few years have estimated that anywhere 

from 100,000 to a million people die every 

year due to falsified drugs.”

http://www.newsweek.com/2015/09/25/fake-drug-industry-exploding-and-we-

cant-do-anything-about-it-373088.html

http://www.newsweek.com/2015/09/25/fake-drug-industry-exploding-and-we-cant-do-anything-about-it-373088.html
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WHAT DO THE 

FOLLOWING 

COMPANIES 

HAVE IN 

COMMON?



`

Ex-Homeland Security cyber 

chief warns of threats to 

pharma

The pharma industry must fight “vendor 

indifference” so suppliers and services companies 

are not prey to cyber attacks that can lose 

drug companies hundreds of 

thousands of dollars in minutes, 
according to US Homeland Security’s former head 

of cybercrimes Mark Weatherford.

“Private individuals can 

bring class-action lawsuit 

on negligence grounds, 

and government agencies 

can also pursue hacked 

business.” 
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http://www.in-

pharmatechnologist.com/Regulatory-

Safety/Ex-Homeland-Security-cyber-

chief-warns-of-threats-to-outsourcing-

firms

Threat to Big Pharma

http://www.in-pharmatechnologist.com/Regulatory-Safety/Ex-Homeland-Security-cyber-chief-warns-of-threats-to-outsourcing-firms?utm_source=copyright&utm_medium=OnSite&utm_campaign=copyright
http://www.in-pharmatechnologist.com/Regulatory-Safety/Ex-Homeland-Security-cyber-chief-warns-of-threats-to-outsourcing-firms
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You WILL be Hacked – Cope with it

http://www.infosecurity-magazine.com/news/you-

will-be-hacked-cope-with-it/

"In order to manage cyber risks 

effectively, businesses need to 

approach them as an integral part 

of business strategy and 

operations, not as a technical or 

specialist topic.”

http://www.infosecurity-magazine.com/news/you-will-be-hacked-cope-with-it/
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Software Vulnerabilities

More than 95 percent of enterprise SAP 

installations exposed to high-severity 

vulnerabilities that could allow attackers 

to hijack a company's business data 

and processes, new research claims 

entirely.

Database Warehousing - Exploiting 

flaws in the SAP RFC Gateway to 

execute admin privilege commands in 

order to obtain or modify information in 

SAP databases.
http://thehackernews.com/2015/05/SAP-Systems-Hackers.html

http://thehackernews.com/2015/05/SAP-Systems-Hackers.html


“The database will be the "Holy Grail" quest for the 

sophisticated counterfeiters. 

And they won't have to look far for the expertise 

necessary to break into those databases and inject or 

modify information so that no one is the wiser.”

Tim Marsh
Managing Director at Supply 

Chain Security Partners
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The Holy Grail Quest

https://www.linkedin.com/pulse/20140709193725-18691743-counterfeiter-targets-in-a-serialized-world

https://www.linkedin.com/pulse/20140709193725-18691743-counterfeiter-targets-in-a-serialized-world


HTTPS://YOURCOMP.COM/1939527GB08A
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The Weakest Links

Random Number Generator – A 

mathematical process that 

generates a [pseudo] randomized 

serial number. 

The Database – Hardware and 

software that centrally stores and 

manages sensitive (intellectual 

property) information.

SERIAL NUMBER

DATABASE

http://6d.2cq.co/
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Unsecure Environment

SENSITIVE DATA 

STORED ONLINE

Incoming Web ServerHTTPS://YOURCOMP.COM/1939527GB08A

SERIAL 

NUMBER
COMPANY

URL

Request

Response

http://6d.2cq.co/


10001100111101010010110001100110

01111010100100111001111010100100

11000110011110101001011011010100

11010100100110001100111101010010

11001100111011001100111010100100

11000110011110101001011011010100

00011001111010100100011001111010

10010110001100110011110101001001

11001111010100100111011011010100

10001100111101010010110001100110

01111010100100111001111010100100

11000110011110101001011011010100

11010100100110001100111101010010

11001100111011001100111010100100

11000110011110101001011011010100

00011001111010100100011001111010

10010110001100110011110101001001

11001111010100100111011011010100
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THE SOLUTION: MDLE 
PROTECTING THE MOST IMPORTANT INFORMATION ASSETS



What is MDLE?

MDLE is an evolutionary breakthrough in 

data security, storage, and authentication. 

It is powered by a military grade and 

patented encryption that is immune to 

mathematical attack and cryptanalysis. 

MDLE is the only security solution in the 

world capable of encapsulating sensitive 

information otherwise stored in a database, 

in cost effective data carriers such as 2D 

barcodes.

Technology
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Dual Layer 
Security Solution

Benefits of MDLE
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HTTP://6D.2CQ.CO/?373666902ABD49104ED855C2131F3F9A80841C763BCF874A8D60EBAEEC2641F518850012A000

ENCRYPTED DATABASE RECORD – SENSITIVE INFORMATION
CLIENT

URL

COUNTERFEIT PROTECTION | MARKETING ACCELLERATION | DOCUMENT SECURITYSix Degrees Counterfeit Prevention, LLC. | www.6DCP.com

MDLE

PRODUCT NAME
DATE OF PRODUCTION
LOT NUMBER
BATCH NUMBER
EXPIRY DATE
SERIAL NUMBER

MG
QTY
DESTINATION CODE
OTHER PROPRIETARY DATA

Database Record Encrypted in the Barcode

http://6d.2cq.co/


COUNTERFEIT PROTECTION | MARKETING ACCELLERATION | DOCUMENT SECURITYSix Degrees Counterfeit Prevention, LLC. | www.6DCP.com

Secure Environment

Encryption 
Server

Database
ERP

SENSITIVE DATA 

STORED OFFLINE

Decryption 
(Key) Server

Incoming 
Web Server

MEANINGLESS DATA 

STORED ONLINE
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Secure Environment

Encrypted 2D barcode (database record) is sent to the production line to be applied to the market package.

Encryption 
Server

Database
ERP

Encrypted
2D Barcode

Production Line 
Server

Market Package

OFFLINE. Disconnected from Internet



MDLE Supports Aggregation

PRODUCT
PRODUCT

PRODUCT
PRODUCT

PRODUCT
PACKAGE

PRODUCT
PRODUCT

PRODUCT
PRODUCT

PRODUCT
PACKAGE
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CASE

PALLET

3PL
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MDLE Supports Secure Track & Trace*

PROD

UCT

PROD

UCT

PROD

UCT

PROD

UCT

PROD

UCT

PROD

UCT
PROD

UCT

PROD

UCT

PROD

UCT

PROD

UCT

PROD

UCT

PROD

UCT

Track & Trace Database

Supply Chain Security | Secure Serialization | Compliant with all Global Standards

* MDLE is a security module that integrates into existing ERP and Track & Trace Software
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Eddie
Image



MILLION EYES INSPECTORS

Genuine Results

Possible Counterfeit

GLOBAL SURVEILLANCE | DETECTION | MARKETING
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Inspectors obtain real time 

product status. If an authority 

figure triggered an alert, the 

message will display when the 

MDLE secure barcode is 

scanned.

Inspectors can access an 

additional layer of information not 

visible to the general public.

Inspectors obtain real time 

activity reports and mapping 

capabilities to monitor the supply 

chain.
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Inspector Access
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Product Status

Consumer Alerts

Consumer Engagement
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MDLE Log File



MDLE Insurance Benefits

Security

Detection Capability

Response Time

Compliance

Consumer Confidence

Liability in a Breach

Breach Related Costs

Liability from 

Counterfeiting

Liability from Diversion

Liability from Product 

Recalls
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01100110011110101001001100011001

11101010010110011001111010100100

11000110011110101001011011010100

10001100111101010010110001100110

01111010100100111001111010100100

11000110011110101001011011010100

11010100100110001100111101010010

11001100111011001100111010100100

11000110011110101001011011010100

01100110011110101001001100011001

11101010010110011001111010100100

11000110011110101001011011010100

10001100111101010010110001100110

01111010100100111001111010100100

11000110011110101001011011010100

11010100100110001100111101010010

11001100111011001100111010100100

11000110011110101001011011010100
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THE IRON RING

DATABASE LESS 

AUTHENTICATION



Secure ONLINE Environment
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MDLE Decryption 
(Key) Server

Incoming 
Web Server

MEANINGLESS DATA 

STORED ONLINE

The Decryption Server stores ONLY 

the keys to authenticate the MDLE 

label 

The Decryption Server is protected 

by The Iron Ring, a revolutionary 

database less authentication method

Even if the Decryption Server is 

hacked, no sensitive information will 

be exposed



The Iron Ring
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* Hardware has been approved for use by 

the US Government to protect nuclear 

facilities and other ultra sensitive 

networks.

1. User scans the encrypted MDLE security label with their smartphone, 

tablet,  laptop, or desktop equipped with a camera or webcam. The 

payload is extracted and sent for authentication.

2. The incoming web server receives the incoming encrypted payload 

and the user’s return IP address and transfers it through a 

unidirectional data flow membrane. 

3. The first unidirectional data flow membrane* acts as a gatekeeper, 

and passes only payloads encrypted by the MDLE encryption server 

to the decryption key server.

4. The decryption key server, authenticates the encrypted payload, and 

logs the date, time, location, and IP address of every scanning event. 

5. The authentication response is sent through an outgoing web server 

through a second unidirectional data flow membrane. 

6. The second unidirectional data flow membrane* transfers the 

authentication response to the return address of the user which 

scanned the MDLE security label, and protects against malicious 

incoming attacks.

1.   User receives authentication response. 



“Defining drop shipments is an important issue. There are novel low cost methods that guarantee 

product authentication as pennies per unit that cannot be reverse engineered. Check out 

www.6dcp.com/track-and-trace”......“While I did not work with Privacy Inside (now Cryptocodex) on this 

application, I did a preliminary analysis of their merging barcodes with PHR and found this 

approach a strong audit tool for counterfeit commercial goods” – Andre Szykier, Chief Scientist at 

Aegis Health Security 

“Simple is always better ... by elimination of the perceived complexity in the authentication world 

6DCP products could be a pivot point that will help achieve a more reasonable following.” – Michael 

Agee (RIP), Brand Protection Specialist

“Having come from a solution provider that used encryption based technologies for serialization, I was 

well aware of your company and knew the respect you have garnered for your technology. 

However, as I have come to know more about it through our discussions and demonstrations, I am 

simply overwhelmed by the strength of your product. You are able to cover the three central 

tenets of brand protection in the most forceful way possible – security, scalability, and 

performance. – Dr. Avi Chaudhuri

What the Experts Say About Us
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http://www.6dcp.com/track-and-trace


01100110011110101001001100011001

11101010010110011001111010100100

11000110011110101001011011010100

10001100111101010010110001100110

01111010100100111001111010100100

11000110011110101001011011010100

11010100100110001100111101010010

11001100111011001100111010100100

11000110011110101001011011010100

01100110011110101001001100011001

11101010010110011001111010100100

11000110011110101001011011010100

10001100111101010010110001100110

01111010100100111001111010100100

11000110011110101001011011010100

11010100100110001100111101010010

11001100111011001100111010100100

11000110011110101001011011010100

TECHNICAL SPECIFICATIONS
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011001100111101010010011000110011110101001011001

100111101010010011000110011110101001011011010100

100011001111010100101100011001100111101010010011

100111101010010011000110011110101001011011010100

110101001001100011001111010100101100110011101100

110011101010010011000110011110101001011011010100

000110011110101001000110011110101001011000110011

001111010100100111001111010100100111011011010100

Patented encryption method that eliminates need to store sensitive information in an 

online database.  

Encryption Key is truly chaotic.

Based on a innovative and patented technology called Pure Human Randomization, or 

PHR. 

PHR is protected against Rainbow Crack, Dictionary Attack, Cryptanalysis and Brute 

Force.
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Military Grade Encryption



011001100111101010010011000110011110101001011001

100111101010010011000110011110101001011011010100

100011001111010100101100011001100111101010010011

100111101010010011000110011110101001011011010100

110101001001100011001111010100101100110011101100

110011101010010011000110011110101001011011010100

000110011110101001000110011110101001011000110011

001111010100100111001111010100100111011011010100COUNTERFEIT PROTECTION | MARKETING ACCELLERATION | DOCUMENT SECURITYSix Degrees Counterfeit Prevention, LLC. | www.6DCP.com

Encryption – Performance Features

Key Strength – 1 million bit or more

400% faster when compared to AES.

MPU use – Mathematical Process Unit in CPU use only 3% –7%. 

+/- 5% overhead of the file from original data set.

Because of this, PHR is capable of encrypting entire columns of a database (up to 300 

characters) into one 2D barcode. A process referred to as MDLE – Micro Database Less 

Encapsulation.

US Patent No. 8914369

White Paper

http://www.google.com/patents/US8914369
http://quantoms.com/wp.pdf
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CONTACT US
Eddie Cohen - CEO

9074 De Garmo Avenue

Sun Valley, California 91352 USA

Tel: 818-570-1277

Email: info@6dcp.com

Web: www.6dcp.com


