
COUNTERFEIT PREVENTION, LLC.

www.6DCP.com

TAX STAMP SECURITY



About Us

Six Degrees Counterfeit Prevention, LLC (6DCP) is a globally 

recognized counterfeit prevention, document, and supply chain security 

consultancy firm whose background in cyber security, cryptography, and 

social engineering lends its expertise in developing best in class solutions 

to protect Governments against tax revenue loss.  
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THE SOLUTION: MDLE 
PROTECTING THE MOST IMPORTANT INFORMATION ASSETS



What is MDLE?

MDLE is an evolutionary breakthrough in data security, 

storage, and authentication. It is powered by a military grade 

and patented encryption that is immune to mathematical 

attack and cryptanalysis. MDLE is the only security solution 

in the world capable of encapsulating sensitive information 

otherwise stored in a database, in cost effective data carriers 

such as 2D barcodes.
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Benefits of MDLE
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Web based login from any device

Generate and purchase import 

tax stamps in real time

Print on demand or send to 

manufacturer for production line 

printing

Purchase preprinted dispensing 

labels

For Importers: Purchasing Import Tax Stamp
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Encrypted Tax Stamp

Encrypted 2D barcode affixed to 

product

Generated only through issuing 

authority’s website

Duplicate barcodes detected in real 

time
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For Customs Officials and Inspectors

Real time verification of legitimate tax 

stamps

Real time fraud detection and  alerts 

Real time analytics

No training required

Utilize existing hardware and 2D 

barcode reader application 
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TECHNICAL SPECIFICATIONS
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Patented encryption (US Patent No. 8914369) method that eliminates 

need to store sensitive information in an online database.  

Encryption Key is truly chaotic.

Based on a innovative and patented technology called Pure Human 

Randomization, or PHR. 

PHR is protected against Rainbow Crack, Dictionary Attack, Cryptanalysis 

and Brute Force.

Military Grade Encryption

Six Degrees Counterfeit Prevention, LLC. | www.6DCP.com

http://www.google.com/patents/US8914369
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Encryption – Performance Features

Key Strength – 1 million bit or more

400% faster when compared to AES.

MPU use – Mathematical Process Unit in CPU use only 3% –7%. 

+/- 5% overhead of the file from original data set.

Capable of encrypting entire columns of a database (up to 300 characters) 

into one 2D barcode.

US Patent No. 8914369

White Paper

Six Degrees Counterfeit Prevention, LLC. | www.6DCP.com

http://www.google.com/patents/US8914369
http://quantoms.com/wp.pdf
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THE IRON RING

DATABASE LESS 

AUTHENTICATION



Secure ONLINE Environment

MDLE Decryption 
(Key) Server

Incoming 
Web Server

MEANINGLESS DATA 

STORED ONLINE

The Decryption Server stores ONLY 

the keys to authenticate the MDLE 

label 

The Decryption Server is protected 

by The Iron Ring, a revolutionary 

database less authentication method

Even if the Decryption Server is 

hacked, no sensitive information will 

be exposed
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The Iron Ring

* Hardware has been approved for use by 

the US Government to protect nuclear 

facilities and other ultra sensitive 

networks.

1. User scans the encrypted MDLE security label with their smartphone, 

tablet,  laptop, or desktop equipped with a camera or webcam. The 

payload is extracted and sent for authentication.

2. The incoming web server receives the incoming encrypted payload 

and the user’s return IP address and transfers it through a 

unidirectional data flow membrane. 

3. The first unidirectional data flow membrane* acts as a gatekeeper, 

and passes only payloads encrypted by the MDLE encryption server 

to the decryption key server.

4. The decryption key server, authenticates the encrypted payload, and 

logs the date, time, location, and IP address of every scanning event. 

5. The authentication response is sent through an outgoing web server 

through a second unidirectional data flow membrane. 

6. The second unidirectional data flow membrane* transfers the 

authentication response to the return address of the user which 

scanned the MDLE security label, and protects against malicious 

incoming attacks.

1.   User receives authentication response. 
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MDLE + Blockchain

MDLE is compatible in a Blockchain 

environment.

Sensitive information is NEVER stored on any 

of the nodes. 

Each node contains only the decryption key (to 

authenticate a request) and a log file (to log 

every scanning event: date, time, location, 

device ID). 
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Document is scanned, 
sending the encrypted 
MDLE payload to the 

MDLE IronChain

MDLE payload seeks 
key in order to 

authenticate the 
document

The authenticated 
document is presented 

on the user’s mobile 
device
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Tel: 818-570-1277
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