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FOOD SAFETY SOLUTION



About Us

Six Degrees Counterfeit Prevention, LLC (6DCP) is a globally recognized 

anti-counterfeit and document security consultancy firm offering best-in-

class solutions for 21st Century problems. 

6DCP is an Authorized Distributor for CryptoCodex Ltd., providers of the 

most secure technology (US Patent No. 8914369) for detecting superfluous, 

falsified, or adulterated products, for detecting lost/stolen/diverted goods, 

and is track & trace ready to meet worldwide regulation.  

http://www.google.com/patents/US8914369
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COUNTERFEIT PROTECTION

GREY MARKET DETECTION

TRACK & TRACE READY

BRAND LOYALTY
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Estimated $1.7 

trillion industry in 

2009

Estimated to 

destroy 10% of top 

line revenue

Rising 15.6% 

annually
http://www.netnames.com/blog/

wp-

content/uploads/2015/10/NetNa

mes-Counterfeiting-Report-

2015_REVISEDFINAL.pdf

A Global Pandemic
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Counterfeit Industry: In Trillions $USD
http://www.iacc.org/resources/about/statistics

http://www.netnames.com/blog/wp-content/uploads/2015/10/NetNames-Counterfeiting-Report-2015_REVISEDFINAL.pdf
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Nineteen people face charges over the 

“painted” olives, including the use of 

banned additives and planning to sell edible 

goods containing dangerous substances, 

the forestry police said on Wednesday.

Thousands of tonnes of foreign oil 

falsely labelled as Italian had also been sold 

in the US and Japan, police said, raising 

fears that counterfeits could damage the 

reputation of Italian food. Producers rely on 

a perception of luxury to sell at higher 

prices abroad.

http://www.theguardian.com/world/2016/feb/03/green-
olives-painted-copper-sulphate-seized-italian-police

http://www.theguardian.com/world/2015/nov/11/extra-virgin-italian-olive-oil-producers-accused-of-fraud
http://www.theguardian.com/world/2016/feb/03/green-olives-painted-copper-sulphate-seized-italian-police
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http://www.italymagazine.com/news/production-fake-
parmesan-cheese-exceeds-real-parmigiano-2014

http://www.italymagazine.com/news/production-fake-parmesan-cheese-exceeds-real-parmigiano-2014


Security Solutions

Security 

Solutions

Can Store 

Meaningful 

Data

Immune to 

Mathematical 

Attack

Database 

Less

Generates 

Business 

Intelligence

Consumer 

Engagement

Smartphone

Authentication

MDLE*
RFID/NFC X X X

Barcodes X X X

Analog** N/A N/A N/A X X X

* MDLE – a CryptoCodex technology. US Patent No. 8914369

**Holograms, Security Papers, Taggants, DNA, UV Inks, etc.
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http://www.google.com/patents/US8914369


COUNTERFEIT PROTECTION | MARKETING ACCELLERATION | DOCUMENT SECURITY

Six Degrees Counterfeit Prevention, LLC. | www.6DCP.com
Technology

The Problems with Digital Authentication Solutions



The Holy Grail

“As we move into a serialized world the secure 

databases of product and event information that trading 

partners will use to comply with regulations will be the 

target for the counterfeiters. 

The database will be the "Holy Grail" quest for the 

sophisticated counterfeiters. By sophisticated I mean 

those interested in injecting large quantities of falsified 

medicines into a legitimate supply chain.”

Tim Marsh – Supply Chain Security Consultant

https://www.linkedin.com/pulse/20140709193725-18691743-counterfeiter-targets-in-a-serialized-world
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HTTPS://YOURCOMP.COM/1939527GB08A

The Weakest Links

2 Points of Failure:

Random Number Generator – A 

mathematical process that generates a 

[pseudo] randomized serial number. 

The Database – Hardware and software 

that centrally stores and manages 

sensitive (intellectual property) 

information.

SERIAL NUMBER

DATABASE
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http://6d.2cq.co/


10001100111101010010110001100110

01111010100100111001111010100100

11000110011110101001011011010100

11010100100110001100111101010010

11001100111011001100111010100100

11000110011110101001011011010100

00011001111010100100011001111010

10010110001100110011110101001001

11001111010100100111011011010100

10001100111101010010110001100110

01111010100100111001111010100100

11000110011110101001011011010100

11010100100110001100111101010010

11001100111011001100111010100100

11000110011110101001011011010100

00011001111010100100011001111010

10010110001100110011110101001001

11001111010100100111011011010100
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THE SOLUTION: MDLE 
PROTECTING THE MOST IMPORTANT INFORMATION ASSETS



What is MDLE?

MDLE is an evolutionary, fully 

customizable unique identification 

technology that empowers Government 

Officials, Corporate Inspectors, and 

Consumers with a simple and precise tool 

to verify the authenticity of their products. 

MDLE is powered by a military grade and 

patented (US Patent No. 8914369)

Encryption technology that is immune to 

mathematical attack and cryptanalysis. 

Technology
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http://www.google.com/patents/US8914369
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Dual Layer 
Security Solution

Benefits of MDLE
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Compatible with All Production Environments

Encrypted 2D barcode (database record) is sent to the production line printer, packaging company, other.

MDLE Encryption 
Server

Database
ERP

MDLE Encrypted
2D Barcode

SECURE OFFLINE. Disconnected from Internet

Production Line Printer

Packaging/Labelling ConverterEncryption
Server
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MDLE Supports Aggregation

PRODUCT
PRODUCT

PRODUCT
PRODUCT

PRODUCT
PRODUCT

PRODUCT
PRODUCT

PRODUCT
PRODUCT

PRODUCT
PRODUCT
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MDLE Supports Secure Track & Trace*

PROD

UCT

PROD

UCT

PROD

UCT

PROD

UCT

PROD

UCT

PROD

UCT
PROD

UCT

PROD

UCT

PROD

UCT

PROD

UCT

PROD

UCT

PROD

UCT

Track & Trace Database

Supply Chain Security | Secure Serialization | Compliant with all Global Standards

* MDLE is a security module that integrates into existing ERP and Track & Trace Software
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MILLION EYES INSPECTORS

Diverted Results

Possible Counterfeit

GLOBAL SURVEILLANCE | DETECTION | MARKETING
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Genuine Results
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MDLE Log File



Inspectors obtain real time 

product status. If an authority 

figure triggered an alert, the 

message will display when the 

MDLE secure barcode is 

scanned.

Inspectors can access an 

additional layer of information not 

visible to the general public.

Inspectors obtain real time 

activity reports and mapping 

capabilities to monitor the supply 

chain.
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Inspector Access
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Product Status

Consumer Alerts

Consumer Engagement



MDLE Supports Brand Loyalty Programs
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USER 

AUTHENTICATES 

LABEL AND RECEIVES 

AN INCENTIVE, i.e. 

COUPON

USER SHARES 

SECURE COUPON 

ON SOCIAL 

NETWORK

DATA IS LOGGED 

AND CAN BE USED 

TO DEVELOP 

INNOVATIVE 

MARKETING 

OPPORTUNITIES

Brand Ambassadors can share incentives/coupons on social networks with all 

activity being traceable back to the original user.
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TECHNICAL SPECIFICATIONS



C54549DD63246DC6C9E2EBBABB3199C982C1B6A56CE566CDBD47764F68704BC169F8DABB3AB32118654C969CE099DCEB826
3E2FD46E47B24A136B1A10EC8FD036C3005E688A1B3CE1556F819DE39D760D3A857018B5733D43DAFBECC994E9A7666CF85E
B06F83378BA8CD4C78CD317B03E58AF27D56E117C318D94E82FECADE29618859B67547FCBD313EC5A10F24C70F9BED6615E2
27E8FA35DDC29315DF4A71698225551345447F3743CD402B12AB891ECD9B44294342E6446E0081CFCEA381F77BF4AD0DD27D
1A5FB928E276A09C29FF3463514E5891BA564EEBB1460C159F0DCF125866998D68AD65AFA1295DCB87B7AE59DAF8FF5FCE9D
04A3C4BC858A06DA80A2373DDE26FD8411CB5533E2D3164A548D3B123FD56191AC3CD73D723E75EAE937CCAE8787A01BFC4
BC8D3EC431C3F5A93F3F7AC6DB11CDD2F256E899F98BDB414E0617E8F94DC6A6DB7BED94E97B892A8B4F4FF3EAB1AE896534
2B4D175543E5AE91125AEBBA78D1B80B44953908CEC54549DD63246DC6C9E2EBBABB3199C982C1B6A56CE566CDBD47764F6
8704BC169F8DABB3AB32118654C969CE099DCEB8263E2FD46E47B24A136B1A10EC8FD036C3005E688A1B3CE1556F819DE39D
760D3A857018B5733D43DAFBECC994E9A7666CF85EB06F83378BA8CD4C78CD317B03E58AF27D56E117C318D94E82FECADE29
618859B67547FCBD313EC5A10F24C70F9BED6615E227E8FA35DDC29315DF4A71698225551345447F3743CD402B12AB891ECD
9B44294342E6446E0081CFCEA381F77BF4AD0DD27D1A5FB928E276A09C29FF3463514E5891BA564EEBB1460C159F0DCF12586
6998D68AD65AFA1295DCB87B7AE59DAF8FF5FCE9D04A3C4BC858A06DA80A2373DDE26FD8411CB5533E2D3164A548D3B123F
D56191AC3CD73D723E75EAE937CCAE8787A01BFC4BC8D3EC431C3F5A93F3F7AC6DB11CDD2F256E899F98BDB414E0617E8F94
DC6A6DB7BED94E97B892A8B4F4FF3EAB1AE8965342B4D175543E5AE91125AEBBA78D1B80B44953908CEC54549DD63246DC6
C9E2EBBABB3199C982C1B6A56CE566CDBD47764F68704BC169F8DABB3AB32118654C969CE099DCEB3E2FD46E47B24A136B1
A10EC8FD036C3005E688A1B3CE1556F819DE39D760D3A857018B5733D43DAFBECC994E9A7666CF85EB06F83378BA8CD4C78C
D317B03E58AF27D56E117C318D94E82FECADE29618859B67547FCBD313EC5A10F24C70F9BED6615E227E8FA35DDC29315DF4
A71698225551345447F3743CD402B12AB891ECD9B44294342E6446E0081CFCEA381F77BF4AD0DD27D1A5FB928E276A09C29F
F3463514E5891BA564EEBB1460C159F0DCF125866998D68AD65AFA1295DCB87B7AE59DAF8FF5FCE9D04A3C4BC858A06DA80A
2373DDE26FD8411CB5533E2D3164A548D3B123FD56191AC3CD73D723E75EAE937CCAE8787A01BFC4BC8D3EC431C3F5A93F3
F7AC6DB11CDD2F256E899F98BDB414E0617E8F94DC6A6DB7BED94E97B892A8B4F4FF3EAB1AE8965342B4D175543E5AE91125
AEBBA78D1B80B44953908CEF85EB06F83378BA8CD4C78CD317B03E58AF27D56E117C318D94E82FECADE29618859B67547FCB
D313EC5A10F24C70F9BED6615E227E8FA35DDC29315DF4A71698225551345447F3743CD402B12AB891EC40PDED8901212YLN

Patented encryption (US Patent No. 8914369) method that eliminates 

need to store sensitive information in an online database.  

Encryption Key is truly chaotic.

Based on a innovative and patented technology called Pure Human 

Randomization, or PHR. 

PHR is protected against Rainbow Crack, Dictionary Attack, Cryptanalysis 

and Brute Force.

Military Grade Encryption

Six Degrees Counterfeit Prevention, LLC. | www.6DCP.com

http://www.google.com/patents/US8914369
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Encryption – Performance Features

Key Strength – 1 million bit or more

400% faster when compared to AES.

MPU use – Mathematical Process Unit in CPU use only 3% –7%. 

+/- 5% overhead of the file from original data set.

Capable of encrypting entire columns of a database (up to 300 characters) 

into one 2D barcode.

US Patent No. 8914369

White Paper

Six Degrees Counterfeit Prevention, LLC. | www.6DCP.com

http://www.google.com/patents/US8914369
http://quantoms.com/wp.pdf
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MDLE Decryption 
(Key) Server

Incoming 
Web Server

MEANINGLESS DATA 

STORED ONLINE

The Decryption Server stores ONLY 

the keys to authenticate the MDLE 

label 

The Decryption Server is protected 

by The Iron Ring, a revolutionary 

database less authentication method

Even if the Decryption Server is 

hacked, no sensitive information will 

be exposed
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* Hardware has been approved for use by 

the US Government to protect nuclear 

facilities and other ultra sensitive 

networks.

1. User scans the encrypted MDLE security label with their smartphone, 

tablet,  laptop, or desktop equipped with a camera or webcam. The 

payload is extracted and sent for authentication.

2. The incoming web server receives the incoming encrypted payload 

and the user’s return IP address and transfers it through a 

unidirectional data flow membrane. 

3. The first unidirectional data flow membrane* acts as a gatekeeper, 

and passes only payloads encrypted by the MDLE encryption server 

to the decryption key server.

4. The decryption key server, authenticates the encrypted payload, and 

logs the date, time, location, and IP address of every scanning event. 

5. The authentication response is sent through an outgoing web server 

through a second unidirectional data flow membrane. 

6. The second unidirectional data flow membrane* transfers the 

authentication response to the return address of the user which 

scanned the MDLE security label, and protects against malicious 

incoming attacks.

1.   User receives authentication response. 



“Defining drop shipments is an important issue. There are novel low cost methods that guarantee 

product authentication as pennies per unit that cannot be reverse engineered. Check out 

www.6dcp.com/track-and-trace”......“While I did not work with Privacy Inside (now Cryptocodex) on this 

application, I did a preliminary analysis of their merging barcodes with PHR and found this 

approach a strong audit tool for counterfeit commercial goods” – Andre Szykier, Chief Scientist at 

Aegis Health Security 

“Simple is always better ... by elimination of the perceived complexity in the authentication world 

6DCP products could be a pivot point that will help achieve a more reasonable following.” – Michael 

Agee (RIP), Brand Protection Specialist

“Having come from a solution provider that used encryption based technologies for serialization, I was 

well aware of your company and knew the respect you have garnered for your technology. 

However, as I have come to know more about it through our discussions and demonstrations, I am 

simply overwhelmed by the strength of your product. You are able to cover the three central 

tenets of brand protection in the most forceful way possible – security, scalability, and 

performance. – Dr. Avi Chaudhuri
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http://www.6dcp.com/track-and-trace
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