/

BILL OF LADING

DOCUMENT SECURITY SOLUTION

h
DEGREES

SIX DEGREES COUNTERFEIT PREVENTION, LLC.
6DCP.com



ABOUT US

Six Degrees Counterfeit Prevention LLC (6DCP) is a U.S. based firm
specializing in unique identification solutions designed to protect
National Security Interests and Intellectual Property Rights by
eliminating the greatest points of failure in securing, storing, and
authenticating sensitive information.

6DCP is an authorized distributor for CryptoCodex LTD.,
U.S. Patent No: 8914369
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INTERNATIONAL FEDERATION OF FREIGHT FORWARDERS
ASSOCIATIONS WARNING

the globalvoiceof N otice for members: be aware of fraudulent
freight logistics . e . . . .
activity involving copycat bills of lading

According to several credible sources, Fiata has come aware of recent fraudulent activity

surrounding the cloning. One specific source reported on a new technique that uses clones of
the bill of lading master bills of lading.

In this new tactic, fraudsters pose as shippers; clone a master of bill of |ading making
it appear as if it was issued by a global carrier. i1t is then presented to the

consignee’'s bank for payment. Any bank checking the bill of lading will find the information
correct and since it was issued by a recognized global carrier they remain confident that it is
genuine and settle the payment.

Fiata advises its members to be aware of this activity and maintain high

alert to ensure that their operations are not comprised. Should you have any further questions
please do not hesitate to contact the Secretariat at info(at)fiata.Com

Http://fiata.Com/media/e-flash/2014/e-flash-no-86-11-december.Html
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COUNTERFEIT DOCUMENTS
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“Unfortunately the complicated process involved in shipping

cargo and the number of entities involved can be taken
advantage of by fraudsters. One way in which they seek to do so

is by creating fraudulent bills of lading. These cover theft of
cargo through forged documents; theft of cargo through other

. n
fraudulent means; and the improper use of documents.

https://www.tamimi.com/law-update-articles/fraudlent-bills-of-
lading/
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PRIVACY CONCERNS

Are you aware that data mining companies harvest publicly available
yet confidential import and export bill of lading manifest

information, and provide it to your competitors, customers, logistics
firms, and anyone else that is willing to pay for it?

Did you know you can protect this data and ensure a genuine bill of
lading at the same time?

At 6DCP, we can show you how!
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WHY IS THIS A PROBLEM?
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Your company’s sensitive import and
export inward manifest information,
including identifying marks and
numbers, are all registered in a
centralized database. This avoidable
and archaic method for storing
sensitive information is vulnerable not
only to criminals wishing to commit
fraud, but to your competition as
well.
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THE SOLUTION: MDLE
PROTECTING THE MOST IMPORTANT INFORMATION ASSETS

A
DEGREES

A <
@) Six Degrees Counterfeit Prevention, LLC | 6DCP.com g



WHAT IS MDLE?

Micro database less encapsulation (MDLE) is a customizable unique
identification solution that decentralizes sensitive information from
vulnerable databases or blockchains, by encrypting, and storing them in
cost effective data carriers such as 2D barcodes, RFID, and/or NFC chips.

A process that reduces the threat by up to 99%

ENCRYPTED INSIDE
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SECURITY SOLUTIONS

|
Security Can Store Immune to Database Generates Consumer Smartphone
Solutions Meaningful Mathematical Less Business Engagement Authentication
Data Attack Intelligence
MDLE | V | V | V | V | V | V |
RFID / NFC X ) 4 X gt v N
BARCODES X X % < < v
ANALOG** N/A N/A N/A x X X

* MDLE - a CryptoCodex technology. US Patent No. 8914369
**Holograms, Security Papers, Taggants, DNA, UV Inks, etc.
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HOW DOES MDLE WORK?
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BENEFITS OF MDLE

Adaptable to organizational standards

Low barrier to ent
i and national regulations

Seamlessly integrates into existing
ERP and production environments

Varying levels of accessibility for inspectors,
goVv't authorities, and consumers

Encrypts an entire database record into
a 2D barcode or other data carrier

Compatible with security labels and other
covert security solutions

Decentralizes sensitive information and
eliminates need for a central database

(> > s Ly
(> > s e

Fully Customizable

AUTHENTICATE

Dual Layer
Security Solution
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TECHNICAL SPECIFICATIONS
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POST QUANTUM COMPUTING SECURED
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MILITARY GRADE ENCRYPTION

Patented encryption (US Patent No. 8914369) method that
eliminates need to store sensitive information in an online
database.

Encryption Key is truly chaotic.
Randomization, or PHR.

PHR is protected against Rainbow Crack, Dictionary Attack,
Cryptanalysis and Brute Force.
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ENCRYPTION - PERFORMANCE FEATURES

Key Strength - 1 million bit or more

400% faster when compared to AES.

MPU use - Mathematical Process Unit in CPU use 3% - 7%.
+/- 5% overhead of the file from original data set.

Capable of encrypting entire columns of a database (up to 300
characters) into one 2D barcode.

US Patent No. 8914369
www.6DCP.com/WhitePaper.pdf
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SECURE ONLINE ENVIRONMENT
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MEANINGLESS DATA STORED ONLINE

S=0

Incoming Web Server MDLE Decryption
(Key) Server

Six Degrees Counterfeit Prevention, LLC | 6DCP.com ‘vméc‘:w

The Decryption Server stores ONLY the
keys to authenticate the MDLE label

The Decryption Server is protected by
The Iron Ring, a revolutionary database
less authentication method

Even if the Decryption Server is hacked,
no sensitive information will be exposed



THE IRON RING

Unidirectional Authentication Cycle
utilizing hardware approved by the
U.S. Government for use in nuclear
facilities and other ultra sensitive

networks.
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STEP 1
USER

USER SCANS THE MDLE
ENCRYPTED 2D BARCODE,
RFID, OR NFC IDENTIFIER

STEP 6

OUTGOING
WEB SERVER

STEP 2

INCOMING
WEB SERVER

DELIVERS AUTHENTICATION
RESPONSE BACKTO THE
USER

| THE IRON RING
@ l POST QUANTUM SECURED,
\ DATABASE LESS

ENCRYPTED PAYLOAD AND
TRANSMITS THE CONTENT TO
THE FIRST GATEKEEPER

AUTHENTICATION CYCLE

STEP 5
GATEKEEPER

STEP 3

V’ L GATEKEEPER
\ 01 -

. UNIDIRECTIONAL MEMBRANE
! ONLY PERMITS AN MDLE
ENCRYPTED PAYLOAD TO
PASS INTO THE

AUTHENTICATION SERVER

UNIDIRECTIONAL MEMBRANE
TRANSMITS ONLY
OUTBOUND
AUTHENTICATION RESPONSE

STEP 4

DECRYPTION
SERVER

KEY SERVER CAN ONLY READ
AND AUTHENICATE AN MDLE
ENCRYPTED PAYLOAD.



MDLE + BLOCKCHAIN

|
MDLE is compatible in a Blockchain
environment.
O O O
= - = Sensitive information is NEVER stored on
any of the nodes.
O O O
mail | Bmioshil | Bt Each node contains only the decryption
key (to authenticate a request) and a log
file (to log every scanning event: date,
time, location, device ID).
Vs
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MDLE LOG FILE
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Decryption (Key) Server authenticates and logs

Statistical Report

every scanning event in real time which can be sllul i T —
e Number of Counterfeit Recorded 6
exported to existing track and trace or ERP software .
Number of Duplicate Recorded 6
Number of Expired Recorded 57
Stee:2 Number of Gray Market Recorded 9
Status: VALID
Date Time MDLE Encrypted Barcode Data Plant ID Batch Country Code Expiration Date Serial Number
5/23/2015 | 20:02:07 |[01C55C10A21F2FC93A04F239F215457B2570CB49BOF3E815A6BA371B920BAFB286D1 40 |[1011 40 3/23/2017 85074076
5/23/2015 | 20:02:16 |02827E4C831407CFBA85CB36728A27FB79D85DCBA221EB578E5057BF9D6D18E725D8 35 | 1024 40 10/6/2017 85074084
5/23/2015 | 20:02:19 |03425144A2DDB5CC72EEDBF6D8FO6DFDIC73492BF3112D733E183D8BA60717E224FF 36 | 1020 40 6/25/2017 85074092
5/23/2015 | 20:02:23 [012142DCF7371DCB3EASEACF540351F058F41B2936B3AE975C38448FA32E0BFOC6D0 40 |[1018 40 4/18/2017 85074100
5/23/2015 | 20:02:25 |01E70F10C29535CD9DOEDBOD548477BC45F4ADDC3A4A1EFB534BB566F97E726E576FA 37 | 1027 40 10/30/2017 85074108
Site: 2
Status: COUNTERFEIT
Date Time MDLE Encrypted Barcode Data Plant ID Batch Country Code Expiration Date Serial Number
5/23/2015 | 20:06:16 [02150C58E7DC0OSC91525E2DED68431B548D5DDE73651AB93843E70BB97C041E257D2 35 | 1023 41 1/30/2017 85074147
5/23/2015 | 20:06:17 |0024635CA73D05C8F205DEF7F20003FA24FDO9EDA2416873A4DDA65B8E2E55A7357B 36 | 1009 41 9/4/2017 85074152
5/23/2015 | 20:06:19 [039B4818D3DC27CA1885EFD4D29613FD4FF4DD49A4F3ABI72C15321BBB653CA6165A 40 | 1030 41 1/15/2017 85074148
5/23/2015 | 20:06:21 [019D085CC6DCOFC81DASFBF7D00913B87DDC5B03B6C32DF34CD315FF84C1DDFEA6DA 39 |1017 41 2/4/2017 85074153
5/23/2015 | 20:06:22 |02645FACA2F407CC3307CEBSFA184FFES3F60587A2E168133E57207B92EAC8A115DF 40 | 1029 41 11/24/2017 85074154
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WHAT THE EXPERTS SAY ABOUT US

“Defining drop shipments is an important issue. There are novel low cost methods that
guarantee product authentication as pennies per unit that cannot be reverse engineered.
Check out www.b6dcp.com/track-and-trace”...... “While | did not work with Privacy Inside
(now Cryptocodex) on this application, | did a preliminary analysis of their merging
barcodes with PHR and found this approach a strong audit tool for counterfeit
commercial goods” - Andre Szykier, Chief Scientist at Aegis Health Security

“Simple is always better ... by elimination of the perceived complexity in the
authentication world 6DCP products could be a pivot point that will help achieve a more
reasonable following.” — Michael Agee (RIP), Brand Protection Specialist

“Having come from a solution provider that used encryption based technologies for
serialization, | was well aware of your company and knew the respect you have garnered for
your technology. However, as | have come to know more about it through our discussions
and demonstrations, | am simply overwhelmed by the strength of your product. You are
able to cover the three central tenets of brand protection in the most forceful way
possible - security, scalability, and performance. - Dr. Avi Chaudhuri
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6411 Independence Ave.
Woodland Hills, Ca. 91367 USA

Tel: 818-570-1277 C O N T C T
Email: info@édcp.com A

Web: www.b6dcp.com
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